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Introduction

Fortinet’s FortiSandbox on AWS enables organizations to defend against advanced threats in the cloud. It works
alongside network, email, endpoint, and other security measures, or as an extension of on-premises security
architectures to leverage scale with complete control.

FortiSandbox Amazon Machine Image is available on the AWS Marketplace. This guide provides users with an easy-to-
follow, step-by-step guide for successful deployment.

FortiSandbox on AWS can be installed as a standalone zero-day threat prevention or it can work in conjunction with your
existing FortiGate, FortiMail, or FortiWeb AWS instances to identify malicious and suspicious files, ransomware, and
network threats.

FortiSandbox AWS Guide Fortinet Technologies Inc.



What is FortiSandbox? 7

What is FortiSandbox?

FortiSandbox uses a two-stage process to identify zero-day, advanced malware including ransomware, and generate
relevant threat intelligence.

Stage 1:

Pre-filtering is performed by an engine powered by Fortinet’s threat research and FortiGuard Labs Intelligence.

Stage 2:

Dynamic behavior analysis is performed on objects to determine if they are malicious. Rating verdicts are returned to
the originating device in real-time to act upon within Fortinet Fabric security products, third-party vendor security
products via JSSON API, or as a feed via STIX format.

FortiSandbox AWS Guide Fortinet Technologies Inc.



FortiSandbox on AWS Use Cases 8

FortiSandbox on AWS Use Cases

Use Case 1: Instantaneous Indicators of Compromise (I0C)
Intelligence Sharing Across Multi-Clouds

In hybrid or multi-cloud environments, it is critical to get first-hand 10C intelligence for zero-day malware protection.
FortiSandbox instantly shares session information and 10C related to the malware behavior. If there are multiple
FortiSandbox instances (physical, virtualized, or cloud) present, you can identify the synchronization rule for the
intelligence update.

Ireficators of Comgromisa
Intelligancs Sharing

FartiSandbax

FortiSandbox

cn AWS

Cn-Premiges

Use Case 2: Fabric-Based Deep Analysis for Zero-Day Malware
Detection

FortiSandbox on AWS introduces elasticity for on-demand sandbox resources when they are needed, which can be very
costly in the traditional on premises setting. When working with other Fortinet products like FortiGate, FortiWeb, or
FortiMail, FortiSandbox continues to be a powerful use case for public cloud when no prior malware signature exists.
When the firewall does not find the AV malicious profile in the HTTP or web traffic, it submits and queues the file
sample in FortiSandbox on AWS for in-depth analysis until the verdict is reached.

Adaptive Notification and Remediation
The intelligence is shared across the Fabric. Every signature and IOC that FortiSandbox generates is automatically

propagated across all FortiGate firewalls and FortiClient endpoints for immediate blocking or quarantine actions to
avoid further damage.
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FortiSandbox on AWS Use Cases
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When anticipated traffic is down it can release the AWS compute resources if not needed.

Use Case 3: FortiSandbox Cloud Scan Automation

Amazon Elastic File System (Amazon EFS) provides simple, scalable file storage for use with Amazon EC2 instances in
the AWS Cloud. EFS is used often in cloud migration such as dataset migration, on-demand backup or cloud bursting
scenarios. You can mount your Amazon EFS file systems on your on-premises data center servers when connected to
your Amazon VPC with AWS Direct Connect or through a FortiGate site-to-site secured connection. In the process, you
can insert FortiSandbox on premises or in AWS, or you can perform malware analysis in the EFS-to-EFS backup
solution to ensure clean file backup.
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FortiSandbox on AWS Use Cases 10

S3 Bucket Scanning

The other way to use FortiSandbox through NFS mount is to leverage AWS Storage Gateway. By mounting a file share
and mapping it to an Amazon S3 bucket using AWS Storage Gateway, you can configure AWS S3 as the NFS or SMB
network share for FortiSandbox malware analysis.

When used in conjunction with the Amazon S3 event notification feature, it enables you to receive notifications when
certain file events occur in the bucket and use the AWS Lambda function to queue the file sample to FortiSandbox for
malware analysis.

53 Event . n
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Other use cases such as preventing malware penetration in a closed/isolated network can be considered. Without any
external malware signatures, FortiSandbox can help perform zero-day malware analysis instead. For more architecture
discussion, please email aws@fortinet.com if you need to clarify the use cases.
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Basic AWS Network Setup

Step 1: Create a Virtual Private Cloud (VPC)

1. Navigate to VPC Dashboard > Your VPCs > Create VPC. The Create VPC dialog box will open.
ElWS_I Services ~ Resource Groups ~ *
VVPC Dashboard Create VPC  [F-Yo 11, 0
Filter by VPC:
Search VPCs and their prope X
Q, select a VPC Q
Name -~ VPCID State IPv4 CIDR
Fortigate-VPC vpc-f89chddd available 10.0.0.0M16
FortiSandbox-VPC vpc-45366e23 available 10.0.0.0/16
Your VPCs
vy
S L4
? There’s a default VPC but you should always create a new VPC.
2. Inthe Name Tagfield, enter a name. For example, FortiSandbox.
3. Inthe IPv4 CIDR field, enter 10.0.0.0/16. This will ease scale-out issues in the future.
4. Inthe IPv6 CIDR Block field, select No.
5. Inthe Tenancy field, select Default from the dropdown list.
6. Click Yes, Create to create the new VPC.
FortiSandbox AWS Guide Fortinet Technologies Inc.



Basic AWS Network Setup 12

Create VPC x

AVPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon ECZ2
instances. You must specify an IPv4 address range for your VPC. Specify the IPv4 address range as a
Classless Inter-Domain Routing (CIDR) block: for example, 10.0.0.0/16. You cannot specify an IPv4

CIDR block larger than M6. You can optionally associate an Amazon-provided IPvE CIDR block with the
VPC.

Name tag Fortisandbox

i
IPv4 CIDR block® | 10.0.0.0/16 o

IPvé CIDR block*  [@]No IPv6 CIDR Block i
© Amazon provided IPv6 CIDR block
Tenancy @ Default ~ €@

Step 1.2: Create the Subnet for FortiSandbox Firmware

You will need to create two subnets for FortiSandbox.

« Public subnet with IPv4 CIDR 10.0.0.0/24, which is connected to the FSA-VM management interface.
« Private subnet with IPv4 CIDR 10.0.1.0/24, which is connected to all VM clones and FSA-VM.

\ L}
‘Q' You can skip creating Private subnet if you do not use Trial VMs or Custom VMs. Without a
Private subnet, you can still use the Remote VM for file analysis.

To create the Public Subnet:

1. Click Subnets > Create Subnet. The Create Subnet dialog box will open.
2. Inthe Name Tagfield, enter a name. For example, Public FortiSandbox.
3. Inthe VPC field, select the VPC you have just created.
4. Inthe IPV4 CIDR block field, enter 10.0.0.0/24 (public subnet).
FortiSandbox AWS Guide
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Basic AWS Network Setup

5. Click Yes, Create to create the new subnet.

13

Create Subnet

Use the CIDR format to specify your subnet's IP address block (e.g., 10.0.0.0/24). Note that block sizes must be between a 16 netmask
and /28 netmask. Also, note that a subnet can be the same size as your VPC. An IPv6 CIDR block must be a /64 CIDR block.

[Name tag

Public_FortiSandbox | (i ]

VPC

VPC CIDRs

Availability Zone

IPv4 CIDR block

vpc-13816f7a | FortiSandbox ~ | €D

CIDR Status Status Reason

10.0.0.0/16 associated

No Preference v €9

10.0.0.0/24 (i ]

x

To create the Private Subnet:

A S

FortiSandbox AWS Guide

Click Subnets > Create Subnet. The Create Subnet dialog box will open.
In the Name Tag field, enter a name. For example, Private_FortiSandbox.
In the VPC field, select the VPC you have just created.

In the IPV4 CIDR block field, enter 10.0.1.0/24 (private subnet).

Fortinet Technologies Inc.



Basic AWS Network Setup

5. Click Yes, Create to create the new subnet.

14

Create Subnet

Name tag

VPC

VFC CIDRs

Availability Zone

IPv4 CIDR block

Use the CIDR format to specify your subnet's IP address block (e.g., 10.0.0.0/24). Note that block sizes must be between a /16 netmask
and /28 netmask. Also, note that a subnet can be the same size as your VPC. An IPv6 CIDR block must be a /64 CIDR block.

private_FortiSandbox (i )
vpc-13818f7a | FortiSandbox ~ | €

CIDR Status Status Reason

10.0.0.0/16 associated

No Preference ~ | €

10.0.1.0/24 (i ]

x

Step 1.3: Create the Internet Gateway

b=

Click Yes, Create.

Under Virtual Private Cloud, select Intemet Gateways.
Click Create Intemet Gateway.
In the Name Tag field, enter a name. For example, vpc-gw.

Create Internet Gateway

An Internet gateway is a virtual router that connects a VPC to the Internet.

Name tag  vpc-gw (1 )

5. Once the Internet Gateway is created, click Attach to VPC.

FortiSandbox AWS Guide
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Basic AWS Network Setup 15

6. Select your created VPC, and click Yes, Attach.

aws, Services Resource Groups - b
Filter by VPC:

Q Search Internet Gateways an X
Q Select a VPC

Name -~ 1D State VPC
vpc_gw igw-0b622262 § attached vpc-13818f7a | FortiSandbox
Your VPCs e

Subnets
Route Tables

Internet Gateways

Step 1.4: Create Route Table

1. Under Virtual Private Cloud > Route Tables > click Create Route Table. The Create Route Table dialog box will

open.
Services v Resource Groups ~ * L testerl @
VPC Dashboard (o EICE TR ELIEE  Delete Route Table
Filter by VPC:
Q, Search Route Tables and the X
Q selecta VPC
Name +~  Route Table ID Explicitly Associat Main VPC
rtb-f8846d90 0 Subnets Yes vpe-13816f7a | FortiSandbox
Your VPCs
Subnets

Route Tables

2. Inthe Name Tagfield, enter a name. Forexample, route FortiSandboxTest.
3. Inthe VPC field, select the VPC you created.
4. Click Yes, Create.

FortiSandbox AWS Guide Fortinet Technologies Inc.



Basic AWS Network Setup 16

Create Route Table x

A route table specifies how packets are forwarded between the subnets within your VPC, the Internet,
and your VPN connection.

Name tag | route FortiSandboxTest (i ]

VPC | vpc-13818f7a | FortiSandbox ~ o

5. Go to Subnet Associations > Edit and select the public subnet you created. Click Save.
rtb-474aad2f | route_FortiSandbox{public)

sSummary Routes I Subnet Associations I Route Propagation Tags
Cancel
Associate  Subnet IPv4A CIDR | IPv6 CIDR  Current Route Table
subnet-1e41d853 | Public_FortiSandbox  10.0.0.0/24 - rtb-474aa32f | route_FortiSandbox(public)
I subnet-c245dc8f | Private_fortisandbox  10.0.1.0/24 - rtb-77769f1f | route_Fortisandbox{private)

6. Go to Routes > Add Another Route.
7. Inthe Destination field, enter0.0.0.0/0.

8. Inthe Target field, select the internet gateway for the public subnet. Click Save.
rtb-474aad2f | route FortiSandbox(public)

Summary Subnet Associations Route Propagation Tags

Cancel Save

View: All rules
Destination Target Status  Propagated Remove
10.0.0.0/16 local Active Mo

I 0.0.0.0/0 igw-0bb622262 I Active Mo %)

Add another route

FortiSandbox AWS Guide Fortinet Technologies Inc.



FortiSandbox Provisioning

Step 2: EC2 Launch FSA Virtual Instance

Step 2.1: Amazon Image Machine

In the FortiSandbox search on AWS Marketplace, choose a FortiSandbox Amazon Machine Image.

Choose an Amazon Machine Image (AMI)
An AMIis a template that contains the software configuration (operating system, application server, and applications) required to launch your inst
Marketplace; or you can select one of your own AMIS.

Quick Start
Q, fortisandbox X

My AMIS

FZ:iATINET  Fortinet FortiSandbox Advanced Threat Protection (On-Demand)

AWS Marketplace
s sk (0)] v2.5.0 Sold by Fortinet Inc.

COI’TII"I’IUHIW AMls $1.96/hr for software + AWS usage fees

Linux/Unix, Other v2.5.0 | 64-bit Amazon Machine Image (AMI) | Updated: 121717

¥ Categories FortiSandbox for AWS can be installed as standalone zero-day malware behavior analysis systen

FortiVWeb AWS instances to
All Categnries
Maore info
Software Infrastructure (4)

Step 2.2: Choose an Instance Type

1. From the list, select 2. medium for balanced burstable performance
2. Click Next: Configure Instance.

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the appropriate mix of
resources for your applications. Leam more about instance types and how they can meet your computing needs.

Filterby: | Allinstance types v Current generation v  Show/Hide Columns

Currently selected: t2 medium (Variable ECUs, 2 VCPUS, 2.5 GHz, Intel Xeon Family, 4 GiB memory, EBS only)

Family - Type - vePUs (i - Memory (GiB) - Instance Storage (GB) (i - EBS.Optimized Available (1) - Network Performance (i - IPv6 Support (1) -
General purpose 2.nano 1 05 EBS only - Low to Moderate Yes
General purpose F'M 1 1 EBS only - Low to Moderate Yes
General purpose t2.small 1 2 £BS only - Low to Moderate Yes
E General purpose t2.medium 2 4 EBS only - Low to Moderate Yes
General purpose 2 jarge 2 8 EBS only - Low to Moderate Yes

FortiSandbox AWS Guide Fortinet Technologies Inc.
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FortiSandbox Provisioning 18

Step 2.3: Configure Instance

Configure the following instance details:

Details Values

Number of Instances 1

Purchasing Option N/A

Network Select the FortiSandbox VPC you created

Subnet Select the public subnet your created

Auto-Assign Public IP Disable

IAM Role: None

Shutdown Behavior Stop

Enable Termination Protection N/A

Monitoring N/A

Tenancy Shared - Run a shared hardware instance

eth0 Select the public subnet you created; Auto-Assign (or any IP in that subnet)

eth1 Select the private subnet you created; Auto-Assign (or any IP in that subnet)
“é" You can skip adding ethl if you do not use Trial VMs or Custom VMs. You can always add it

|| back when the instance has Stopped.

Step 2.4: Add Storage

After configuring the Instance Details, click Next, Add Storage.

Step 2.5: Add Tags

Do not configure anything on this page. Click Next, Configure Security Group.

FortiSandbox AWS Guide Fortinet Technologies Inc.



FortiSandbox Provisioning 19

Step 2.6: Configure Security

o b=

5.

Click Create a New Security Group.

Enter a name for the security group.
Provide a description for the security group.
Configure the following:

Detail Value

Type All Traffic

Protocol All

Port Range This value will be automatically selected when you select A/l under Protocol
Source Custom. Enter 0.0.0.0/0 as the SourcelP

Click Review and Launch.

Step 2.7: Review Instance Launch

Review the page for the correct instance details.
Click Launch. A dialog box will open to Create a New Key Pair.
Enter a Key Pair Name.

Click Download Key Pairand save the private key file.
You can import an existing public key for remote access to the running instance.

FortiSandbox AWS Guide Fortinet Technologies Inc.



FortiSandbox Provisioning 20

Select an existing key pair or create a nhew key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux Alls, the private key file allows you to
securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

ICreate a new key pair I |

I(ey pair name

IFDrEisa ndboxkex I

Download Key Pair

You have to download the private key file (*.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.

Cancel

5. Click Launch Instances.

After launching the instance, the next page displays the FortiSandbox instance up and running
6. Click View Instances to view the instance state.

It will take a few moments for the status to change from Initializing to 2/2 Checks.

Launch Instance Actions v

Q Filter by tags and attributes or search by keyword

Name - Instance ID - Instance Type - Availability Zone - Instance State -~ Status Checks ~ Alarm Status
FortiSandbox i-0550184bacbacd53b 12 medium us-west-2b @ running & 212 checks... None b Y
i-079847bfb1bf0e096 12 medium us-west-2b @ running 2 Initializing None =

7. Once the instance is running, click the instance and enter a name. For example, FortiSandbox.

Launch Instance Connect Actions v

Q Filter by tags and attributes or search by keyword 9
Name - Instance ID ~ Instance Type ~ Availability Zone ~ Instance State -~ Status Checks ~ Alarm Status Pu

[ ] |F0rIiSandbux | 3b  t2.medium us-west-2b @ running @ 2/2 checks... None “4;
121255 g Q m3.xlarge us-west-2a @ stopped None *

FortiSandbox AWS Guide Fortinet Technologies Inc.
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8. Select the created instance then go to Actions > Instance Settings > Get Instance Screenshot to view the status

of the launched instance.

Launch Instance Connect

Q Filter by tags and attributes or 4

Connect

Launch More Like This

Name - Instance |

Instance State

@ ForiSandbox i-0550184

nstz
Image
Metworking

CloudWatch Monitoring »

FortiSandbox AWS Guide

Availability Zone ~ Instance §

Add/Edit Tags
Attach to Auto Scaling Group

Attach/Replace 1AM Role

Change Termination Protection

View/Change User Data
Change Shutdown Behavior

Get System Log

Get Instance Screenshot

Fortinet Technologies Inc.



Network Configuration

Step 3: Configure FortiSandbox Network Settings

Step 3.1: Assigning Elastic IP to Instance

Create a new Elastic IP (EIP) if there is not already one to allocate under the Virtual Private Cloud.

1. Click Elastic IPs > Allocate New Address.

VPC Dashboard Allocate new address Actions v
'l

Filter by VPC

(, Filter by atiributes or saarch by keyword
Q selecta Ve

@ ElasticIP = Allocation ID = Instance = Private IP address - Scope
Your WVIPCs
Subnets
Roite Tables

Internet Gateways

Egress Only Inbermet
Gateways

DHCP Options Sels

2. Click Allocate to get the new EIP Address.
3. Once you see the new Elastic IP Address, click Close.

%51 Services v  Resource Groups ~ *

Addresses = Allocate new address

Allocate new address

& New address request succeeded

Elastic IP 00.000.00.000

FortiSandbox AWS Guide Fortinet Technologies Inc.



Network Configuration 23

Step 3.2: FortiSandbox Web GUI Access

1. Copy the IPv4 Public IP from the created instance.

Launch Instance Connect Actions v

Q Filter by tags and attributes or search by keyword

Name ~ Instance ID ~ Instance Type - Availability Zone ~ Instance State = Status Checks ~ Alarm Status Public DNS (IPv4) ~  IPv4 Public IP
FortiSandbox i-0550184bac6acd53b  2.medium us-west-2b @ running & 2/2 checks... None b Y 00.00.00.000
@  FortiSandbox_test i-079847bfb1bf0e096 t2. medium us-west-2b @ running & 2i2 checks . None b ) 00.000.00.00

2. Paste the copied IP address into a new browser window to log into the FortiSandbox Web GUI. The default
username is admin. The default password is your created Instance ID. You can find this in the EC2 Management
Console.

Step 3.3: DNS Configuration

1. Go to Network > System DNS.
2. Configure the following:

Detail Value

Primary DNS Server 8.8.4.4
Secondary DNS Server 8.8.8.8
3. Click OK.

Q DMS Configuration
& Dashboard

Primary DNS Server: a8.84.4
i FortiView 3
Secondary DNS Server: 8888
| "’f‘ Metwork bl
Interfaces OK

Access FortiSandbox CLI

FortiSandbox has CLI commands that are accessed when accessing the FortiSandbox via console or by using a SSH or
TELNET client.

Log into the CLI using the Elastic IP of your created instance by giving the username as admin with the ppk file.

FortiSandbox AWS Guide Fortinet Technologies Inc.
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\y

S L4
9 If you do not choose the Without Key Pair option, log in using password <InstanceID>.

Before logging in, convert the saved pem file which you downloaded while creating the key pair ppk file.

ﬁ PuTTY Configuration ? >
Categony:
= Sfa-ssinn Basic options for your PUTTY session
L__I TE"" I_.oglging Specify the destination you wart to connect to
Tml‘é::rbnard Host Mame (or [P address) Port
- Bel | | |22 |
- Features Connection type:
= Window {(JRaw () Telnet () Rlogin @ 55H () Sedal
.Pnppea.rance Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection | |
- Colours :
Default Settings Load
= Connection custominstances -
. Data Save
- Proxy
- Telnet Delete
- Rlogin
- S5H
- Sefial Close window on exit:
() Mwayz () MNewver (@ Only on clean exit
About Help Cpen Cancel

Run the following commands to interact with FortiSandbox using CLI.

FortiSandbox AWS Guide Fortinet Technologies Inc.
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Ay

The commands are only for illustration purposes only, you can use relevant commands as per
the requirement.

FortiSandbox AWS Guide
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FortiSandbox Testing

Delete this text and replace it with your own content.

Step 4.1 FortiSandbox Dashboard and Contract Information

525 FortiSandben  AWS

2 A A Wit ) Basat Vigw
W B Dl |idhor ALk & o on - Gy SEBLFRE - (LBSL I Haury - ]
d Htwork 5 | Uit Types Stasrarlabine Rating SrifTer  DMROR :Q v MatwO Adapter URL
8 S Mn Nare P -] ] a o o @ 0
S Wiru hachine e Sunpichinm « biigh B )
! S P ¥uiem Time Thw Sdow 23 O30 208 UM . E".T"" [y a o b P o - :
P Wi e W S SRR 1 (rvtierien) [LApcia
B Scninenn T Bk . .
) ik Chaan a0 1 0 o
E b . Sywtern Comfiyguration Lusit Bachugs M | Backus Restore thr . .
Maty Ale it
A ——— e e [ o 1 0 o 1
o prtiers 0 laels} 3 houris) 32 mirbes ik a - o
bl Logk feport [ ee— L] Precetsing o 3 ]
Moromalt Cifice -] o i ) 1
FE0d Dhommiouec e (-]
Cionsd Sl [
‘wiwh Filiaring Server -] T
Artiving [0 Contit & 2FE-01-03
Vi Faring Cortrac 8 30200100 = Parding Job SLMTHLCS # O o=
Aecrs i Ciontract O Mot Confipured
Ay
- P
9 VM License is not needed for AWS FortiSandbox.
-
Ay
- P
q To get future firmware updates, contact Fortinet support site http://support.fortinet.com.
-—

Step 4.2: On-Demand Submit Test using Remote VM

1. Goto Scan Input > File On-Demand > Submit File. The Submit File dialog box will open.
2. Click on Choose File and upload the fiddler2setup.exe file.

3. Click Submit. You should receive a C1ean rating after you send the file to FortiSandbox if the uploaded file is
clean not malicious or suspicious.

4. Click Browse and upload any file and click Submit.
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£5F FortiSandbox  AWS admin =

Submit Mew File

Please upload sampie file or archived sample files. The Tollowing archive fommats are supported: tar, 7, xz, gz, tar gz,
ARz xip, bal, tarbr?, tard, Tz rar, Irh, soe

e Fortiview »
o Bereni »
O System »

ot By aebctng BARC Cridd w34 Tppe, the il wall b subemtned to Portret Clowd 1o can, and th ko meghs talor & sshals. RARC A2 Wi can't
b wed weth kool W o T e e

Skip:

Flastk Scan

D Virlusl Madhing » W o
B scan Poilcy » A Chowsd Crassry
Sandboning
o Scanbeput w
Cwervrite Scan Profile settings to
S s VA s
R Deermard
U Sebect & Ml
Do e
AAS Laimghi Lo IBreal packige
Puossible passwordls) for archive fie: |
FortiChent
Addapter Commerts:
Mefwork Share
Cuarantine
Mabware Packige

5. After uploading the file, you can view File On-Demand and select any file to check.

£2E FortiSandbox  AWS

QB B sewRmnkt | L SubmitFae

B Duashbosrd
b Fortiview 3 £ 9 Detection  2M7-11-Z2O%IESF o HAT-10-ZRORISSY s 2
o
g Betwork ¥ Tine Supbprrintied Fibeneme Susbrinted By Ranleg Stenus  FlleCount  Comments
[+ »
P Virtusd Machine » ey Fudeller Ttup st - & o .
scan Poli » b
B st & %'53 i aGhoN tRE ad=in = 1
|h Sian bt - Done
UL On-Demand

6. Clickthe View File icon under the Action column.

222 FortiSandbox  AWS

B Durboard
b Fertivire ¥ Artion Doebection & Filename Fating Wakware
g Network »
Mo 23 M7

& spem , e fldddier 2setupne & Chean Mk
2 Wirtual Maching E
B Soan Policy 3
|&. Sram Input b

URL Om-Deerrund

7. View the file details.
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el s turspichon s (e se nesgative)

FReeceivied Mo 22 2017 1R:54:19

Staned Mo 22 017 1R:54:30

Status Done

Rated By WM Englne

Sadtmilt Tyget O Dt

DHginsd Sigrature Ko

Scan Bypass Configuration Static ScanJv Scan Choud Query

Wirus Total [=}

= Maore Details

File Typee L

Daerambiuadendt Frevsy sl _CEu T

it Slee 51295 (oytas)

DS edePed 7 IIRE e SHit 0t S deee
SHAL FadI TeAb T IR0 e bead i 0ne 1041 91 46c7a2
SHAZES Facdabecki T P T I34453 50400 10 D0t 2 50530 Tee 3044 7 1oh ) fu TBD Frita S
] 4I1426787 163398437
Dtectbon Time Mo 22 2007 1ESR0R

Sean Time: 209 bt

Sean Unit

Specified Vi MACCE

Launched 05 MACDIEN

8 Betuvior Summary

This: fibe mocified flles

This: flke deleted flles

Thi fibe chroppesd Files

This flke spavroed proceidles)

2 Analysls Detall

& Onginal File

& Files Created (4)
B Files Debeted (2]
B Files Modified (4)
@ Lsunched Processss | 10]
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Step 5: Setup an AWS Account for FortiSandbox

There are a few account preparations required before you launch the FortiSandbox in the AWS Marketplace.

Step 5.1: Create IAM Group and User

1. You will need to create one or more |AM users from the AWS Management Console.
2. Loginto the AWS Console with your credentials.
3. Click Search and enter IAM in the search field.

aws!, Services Resource Groups ~ *

AWS services

1AM

1AM
Manage User Access and Encryption Keys

® Compute &£ Developer Tools &» Intemet of Things
s 2 o i

EC2 CodeStar AWS loT

EC2 Container Service CodeCommit AWS Greengrass

Lightsail & CodeBuild

Elastic Beanstalk CodeDeploy -

_ P _} f 8 Contact Center
Lambda CodePipeline
Batch X-Ray Amazon Connect

4. Click Groups > Create New Group.

aWS Services Resource Groups ~ %

=1
Create New Group Group Actions ~

Dashboard

[] Group Name % Users
Users e
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5. Inthe Group Name field, enter a name. For example,QA FortiSandboxTest.

.E‘Wii Services ~ Resource Groups ~ *
e

AWS services

1AM

1AM
Manage User Access and Encryption Keys

@ Compute &5 Developer Tools éfp  Internet of Things

EC2 CodeStar AWS 10T
EC2 Container Service CodeCommit AWS Greengrass
Lightsail & CodeBuild
Elastic Beanstalk CodeDeploy =

EPIoy §3 Contact Center
Lambda CodePipeline
Batch X-Ray Amazon Connect

Step 5.2: Attach Policy

Ensure you have the correct permissions before you attach policies to a group. The following list are the policies that
need to be added to the Group previously created (QA_FortiSandbox).

e« AmazonEC2FullAccess

o AWSConfigUserAccess

¢ |AMUserChangePassword

¢ |IAMUserSSHKeys

o PowerUserAccess

¢ |AMFullAccess

1. Click Filterand enter AmazonEC2FullAccess
2. Check the check box.

Services v Resource Groups * ﬁ_l, Fortinet AWS ~  Global ~  Support ~

Attach Policy

Step 1: Group Name Select one or more policies to attach. Each group can have up to 10 policies attached

Step 2 : Attach Policy

Filter: Policy Type ~ §AmazonEC2FullAccess Showing 1 results
Policy Name % Attached Entities Creation Time = Edited Time *
AmazonEC2FullAccess Q 2015-02-07 00:10 UTC+0330 2015-02-07 00:10 UTC+0330

3. Repeat this for all the policies.
4. After reviewing, click Create Group. The group should be listed under Groups.
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v Group Review

31

Review the following information, then click Create Group to procesd.
QA_FortiSandboxTest

Step 1 : Group Name Group Name

Step 2 - Attach Policy bolici
olicies

Step 3 : Review

am:aws’iam:
am:aws’iam:
am:aws.iam:
arnaws:iam::
arn:aws:iam:

‘aws:policy/PowerUserAccess
‘aws:policy/AmazonEC2FullAccess
‘aws:policy/AWSConfigUserAccess

aws:policy/IAMFullAccess

-aws policy/IAMUserSSHKeys

Cancel Previous Create Group

5. Check the group you created (QA FortiSandbox) to review the group summary.

EIWS‘ Services Resource Groups ~

Dashboard

[] Group Name %
Users i
Roles QA_FortiSandboxTest
Policies

Identity providers

Account settings

6. Under Permissions, review the attached policies.
7. Under Inline Policies, click Create Group Policy.

FortiSandbox AWS Guide

*

— p Create New Group Group Actions ~

Users

Inline Policy

v
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es v Resource Groups ~ *

1AM = Groups > QA_FortiSandboxTest

~ Summary
Dashboard Group ARN: arm:aws:iam: 777823085352:group/QA_FortiSandboxTest
Users (in this group): 1
Path:
Roles Creation Time: 2017-10-23 13:05 UTC+0330
Policies
Identity providers Users Access Advisor

Account settings

Credential report Managed Policies

The following managed policies are attached to this group. You can attach up to 10 managed policies.

Encryption keys
Attach Policy

Policy Name Actions
AmazonEC2FullAccess Show Policy | Detach Policy | Simulate Policy
IAMFullAccess Show Policy | Detach Policy | Simulate Policy
AWSConfigUserAccess Show Policy | Detach Policy | Simulate Policy
IAMUserChangePassword Show Policy | Detach Policy | Simulate Policy
IAMUserSSHKeys Show Policy | Detach Policy | Simulate Policy
PowerUserAccess Show Policy | Detach Policy | Simulate Policy
Inline Policies

This view shows all inline policies that are embedded in this group

Create Group Policy

8. Select Custom Policy and use the policy editor to customize your own set of permissions.

awg Services ~ Reso Fortinet AWS ~

Set Permissions

Select 2 policy template, generate a policy, or create a custom policy. A policy is @ document that formally states one or more permissions. You can edit the policy ol
the following screen, or at a later time using the user, group, or role detail pages.

Policy Generator

B:ustom Policy

Use the policy editor to customize your own set of permissions

9. Enter a policy name and code.
10. Click Validate Policy. If validation is successful, click Apply Policy.
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aw51 Services v  Resource Groups ~ * [\  Fortinet AWS ~  Global ~  Support ~

e s ey

Customize permissions by editing the following policy document. For more information about the access policy language, see Overview of Policies in the Using IAM
guide. To test the effects of this policy before applying your changes, use the 1AM Policy Simulator.

This policy is valid

Policy Name
testinlinepolicy

Policy Document

o
"Version": "2@12-168-17",
@ "Statement": [

"Effect": "Allow",

° "Action": [
"iam:CreateRole",
"iam:PutRolePolicy",
"iam:ListRoles"

1,

- "Resource": [
s

1

[+] Use autoformatting for policy editing Cancel | Validate Policy Apply Policy

11. Under Inline Polices, you can review created policy names.

Step 5.3: Create IAM Users and AWS API Key

IAM Users

Under Users > click Add User.

Provide the username and select AWS Management Console Access.
In the Console Password field, select Custom Password.

Click Next Permissions.

o bd-=

Details Permissians Review Complete

Set user details

You can add mullipie users at ence with the same access type and permissions. Leam more

User name”™

© Add ancther user

s AWS Access keys and sulagenerated passwords are provided in the last step L=am mare.

Access type” Programmatic access
Enables an access key ID and secrat access key for

v AWS Management Console access
Enables.a password that allows users to sign-in to the

API,CLI, SDK_ and athar development tools.

nagement Consale

Console password*

Require password reset & User must craats a new password at
Usars automatically get th IAMU

sign-in

han word plicy to aliow them to changs their own password

5. Search for the Group Name you created (QA FortiSandbox).
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6. Click Next Review.

aws Services .~  Resource Groups -~ %

Set permissions for tester1

Add user to an existing group or craate a new one. Using groups Is a best-practica way 1o manage usar’s parmissions by Job functons. Leam more
Croate group < Rafiesh
Q Seard Showing 1 result

Group + Auached policies

0A_FortisandboxTest AmazonEC2FullAccess and 5 mare

Cancel  Previous

7. Once you have added the group, click Create User.
8. Click Close.
9. After adding the user to the group, click on Groups to view the user.

IAM = Groups > QA_FortiSandboxTest

Se 4
>~ Summary

Dashboard Group ARN: arn:aws:iam:: 777823085352 group/QA_FortiSandboxTest
Users (in this group): 1

Users Path: /

Roles Creation Time: 2017-10-23 13:05 UTC+0530

Policies

ldentity providers Users | Permissions = Access Advisor

Account settings

) This view shows all users in this group: 1 User
Credential report

User Actions
Encryption keys

& festert Remove User from Group

10. Sign out from AWS and sign in with the user you created.
11. Give the user login credentials and reset the password. Click Confirm to change the password.
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AWS API Key

1. API Gateway supports multiple mechanisms of access control, including metering or tracking API uses by clients
using API keys.

2. To create AWS API key, navigate to IAM> Users > created user > Security Credentials > Create Access Key.
The Create Access Key dialog box will open.

— Summary '
Grga
Pawr ARH W N e
[ ] -
i
Crembon B 9101900 117 UTE S

Bty precen Pk Groap (1 Ao bR R

Sagnioiny £ reieria

Contols paarweard  Dubid 4 Sacags pantaced
Cornoie logan brk  *Soa%riqalt bgee e N BmAT0S SOMCDTREE
LisAlgn 3171128 D208 UTC 00
Rusigrl MK dewiid N

alphae] (irllalid e

ACCESS KEYE
L i layn 1 Pela seces BEET or HTTI Shoiry prrlioond foowinidi T AN ivn PR Fod yowd peoiecies. yow ifawl] Sevir' i owe Seorl s wilh afina s i bl prciion. Wi reasvmsd ool by rolelion
Laess mre

Accens ey i Created Lot snpd daten

3. Click on Download.csv file to save the access key ID and save the access key to a CSV file on your computer.

O Gamoess
Tiig i P ey e P 5 BT OO Rl D8 T8 Wl Y il Wi D PO P
i mTerrvr yDs CM SR e BOSEM AP B My

!

Al iy

anlahl SGORTLEW T

4. Click Close.

Step 5.4: FSA GUI AWS Configuration

1. Navigate to System > AWS Config, and fill in the required AWS API key information with the setup wizard.
2. Enterthe private IP address name in Private Subnet field.
3. Click Configuration Wizard.
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FortiSandbox AWS

Q Configure AWS
& Dashboard

. M Fortiview >
Access Key ID
"I" Network ?
Iﬁ System — Secret Access Key L R R T XYY Y

Administrators Region

aadmin Brofles Private Subnet private_FortiSandbox

Certificates
VPCID

LDAP Servers
Zone

RADIUS Servers

AWS Config Security Groups
Ml Server Configuration Wizard

SNMP

FortiGuard

4. Inthe Region field, select us-west-2 from the drop down.

222 FortiSandbox AWS

Q Configure AWS
@ Dashboard

. M Fortiview >
Access Key ID
& Network >
Ia System o Secret Access Key I
Administrators Region us-west-2 M
Admin Profil .
min Frofiies Private Subnet private_FortiSandbox

Certificates

LDAP Servers

RADIUS Servers

AWS Config

Click Next.

Enter the VPC ID you created.

Click Next.

Enter the Security Group ID you created.

Click Save.

10. Once AWS configuration is successfully saved, click Close.

© ® N o»
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FortiSandbox AWS Guide

Attention

AWS configuration is successfully saved.
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Prepare VM Subnet for FortiSandbox

Step 6.1: Create Private Subnet

The Private Subnet ( IPv4 CIDR 10.0.1.0/24) is connected to all VM clones and FSA-VM.
1. Click Create Subnet. The Create Subnet dialog box will open.

Create Subnet ®

Use the CIDR format to specify your subnet's IP address block (e.g., 10.0.0.0/24). Note that block sizes must be between a /16 netmask
and /28 netmask. Also, note that a subnet can be the same size as your VPC. An IPv6 CIDR block must be a /64 CIDR block.

Name tag | private_FortiSandbox [i)

VPC | vpc-13818f7a | FortiSandbox ~ €

VPC CIDRs CIDR e

10.0.0.0/16 associated

Availability Zone No Preference ~ ﬂ

IPv4 CIDR block | 10.0.1.0/24

Cancel Yes, Create

Under the Name Tag field, enter a name. For example, private FortiSandbox.
Under VPC, select the VPC you created.

In the IPv4 CIDR block field, enter 10.0.1.0/24 (for private subnet).

Click on Yes, Create.

o DN
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Step 6.2: Create NAT Gateway and set Route Table

Ay
‘9' The NAT/Internet Gateway for Private subnet is not recommended by AWS security team,
|| and should be temporary for testing and not running real malware
Ay
‘9' AWS security recommends to use AWS VPN or AWS Direct Connect to route out of an egress
|| point to any third party Internet provider.

To create a NAT Gateway:

1. Under Virtual Private Cloud select NAT Gateways.
2. Click Create NAT Gateway and select the public subnet you created.
3. Under the Subnet drop down, select the Elastic IP you created.

aws, Services v Resource Groups ~ *

NAT Gateways > Creale NAT Gateway

Create a NAT gateway and assign it an Elastic IP address. Leam more.

Subnet* | subnet-1e41d853 ~C o
Elastic IP Allocation ID* || eipalioc-4c80c262 v C creaenewer O

* Required [+=L,IM Create a NAT Gateway

Click Create a NAT Gateway.

Under Virtual Private Cloud select Route Tables.

Click Create Route Table for the public subnet.

In the Name Tag field, enter a name.

In the VPC field, select the VPC you created. Click Yes, Create.

© N oM
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Create Route Table

A route table specifies how packets are forwarded between the subnets within your VPC, the Internet,
and your VPN connection.

Nametag  route FortiSandboxTest (i ]

VPC | vpc-13818f7a | FortiSandbox ~ €

9. Go to Subnet Associations.
10. Click Edit, select the public subnet, then click Save.

rtb-474aa32f | route_FortiSandbox(public)

sSummary Routes Subnet Associations Route Propagation Tags
Cancel
Associate = Subnet IPv4 CIDR | IPv6 CIDR  Current Route Table
subnet-1e41d853 | Public_FortiSandbox 10.0.0.0/24 - rtb-474aa32f | route_FortiSandbox{public)
O subnet-c245dctf | Private_fortisandbox  10.0.1.0/24 - rtb-7776911f | route_Fortisandbox(private)

11. Go to Routes, click Add Another Route

12. Inthe Destination field, enter 0.0.0.0/0.

13. Inthe Target field, select the Intemet Gateway for public subnet you created.
14. Click Save.

15. Repeat the steps to create a route table for your private subnet.
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Step 6.3: Create and Attach DHCP Options to VPC

Under Virtual Private Cloud, select DHCP Options Sets.
Click Create DHCP Options Sets.
Under the Name Tag field, enter a name. For example, dhcp_fortisandbox.

b=

In the Domain Name Servers field, enter the primary IP address you provided when creating eth1. If auto-
assigned, enter the IP address from Instance Details.

Create DHCP options set x

Dynamic Host Configuration Protocol (DHCP) provides a standard for passing configuration information
to hosts on a TCP/IP network. The options field of a DHCP message contains configuration parameters.

I Name tag | dhcp_fortisandbox I (i ]

Specify at least one of the following configuration parameters
Domain name

Domain name servers

NTP servers

NetBIOS name servers

eeQeeCe

NetBIOS node type

5. Click Yes, Create.

6. Go backto Your VPCs. Right click the VPC entry you created and select Edit DHCP Options Set.
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Virtual Private
Q Search VPCs and their prope X

Cloud

Your VPCs Name ~ VPCID - State ~  |Pv4 CIDR
Subnets testvpct vpc-5775731  available 10.0.0.0/16
Route Tables Fortigate-WPC vpc-f89chdad available 10.0.0.0/16
Internet Gateways Praveen vpc-dfefSTba available 192.168.0.016

Egress Only Internet @ FortiSandbox-VPC

Gateways

Delete VPC

Fortigate-VPC

DHCP Options Sets . e
. Create Default VPC
Elastic IPs vpc-45366e23 | FortiSandbox-VP{
Endpoints _—
Summary (eaagzivles:  Edit DNS Resolution ags
NAT Gateways

l"/2Mll Edit DNS Hostnames

7. Choose the created DHCP options set and click Save.

Edit DHCP Options Set x

(n] gl ol oo la 1y L0011 SR Opt-2941224f | dhcp fortisandboxtest i3
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Option A: Install Trial VM

Step 7: Install Trial VM via CLI

Ay
S L4
q If you don’t choose the without key pair option, log in using password <InstanceID>.

1. Before logging in, convert the saved pem file which you downloaded while creating the key pair to ppk file.
2. Loginto CLI using the Elastic IP you created by entering username as admin and with the ppk file.

#® PuTTY Configuration et
Categary
‘... Features S Options controling 55H authentication
= Window
. Appearance Display pre-authentication banner (S5H-2 anly)
- Behaviour ] Bypass authertication entirely (SSH-2 only)
;j;:i?;:n Authentication methods
N Attempt authentication using Pageant
- Connection [] Attempt TIS or CryptoCard auth (SSH-1)
- Data Attempt “keyboard-interactive” auth (S5H-2)
P
T:I:it Authentication parameters
- Rlogin [] Allow agent forwarding

[ ] Allow attempted changes of usemame in S5H-2
Private key file for authentication:

| | Browse...

W

3. Inthe CLI, run the status command to view the VM status.
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Step 7.1: Configure Trial VM Clones in Web GUI

After installation in the CLI, go to Fortisandbox Web GU/I > Virtual Machine > VM Images. You can view installed VMs.
If you want to change the clone count, select a clone, click Edit the count and click Apply.

FortiSandbox AWS ® admin v

Q VM Images

% Db [# Edit Clone Number VM Screenshot (P Enabled VM Types: 2 /4 Q, Keys: 8/9 W Clone Number: 8 /8
[ FortiView >
4 Network N Name Version Status EnabledClone #Load # Extensions
etwor
= DefaultVMs (3/3) 7
£ System > )
| 2 WINTX6aVM 1 @ activeted @ 4 4 exe msiwsf upx vbs bat cmd dll psi jar

Virtual Machine Bt
ﬁ] le”  WINTX86VM 1 ® activated ® 4 4 Ppsxppt pptx xls xlsx doc docx rtf dotx docrn dotm xitx xIsm xItm xIsb xlam potx sidx pptm ppsm

VM Status potrm ppam sldm msg dot xIt pps pot pub pdf swf WEBLink

g

B Scan Policy > Apply

M Scanlnput >

After applying, you can see the launched instance in the AWS console. If you enter four as the Clone count, you can
view four instances.

Launch Instance Connect Actions v
e oo @

Q Filter by tags and attributes or search by keyword 9 1to90f9
Name = Instance ID +~ Instance Type - Availability Zone ~ Instance State - Status Checks ~ Alarm Status Public DNS (IPv4)

@ fortisandbox_26 t2.medium us-west-2b @ running @ 2/2 checks... None ®
OnDemandB m3.xlarge us-west-2b @ running & 2/2 checks... None ™
TestinstanceB t2.micro us-west-2b @ running @ 2/2 checks... None e
TestinstanceA t2.micro us-west-2a \-‘ running @ 2/2 checks... None -
WINTX86VM_clones i-0c2ab8e6964714ee3  {2.micro us-wesi-2b @ stopped None i
WINTX86VM_clonet i-0c336a40587d9e574  {2.micro us-west-2b @ stopped None i
WINTX86VM_cloned i-0d8da61f0501cbebd  t2.micro us-west-2b @ stopped None =
WINTX86VM_cloneT i-0f50d1b692af0f948 t2.micro us-west-2b @ stopped None e
OnDemandA m3.xlarge us-west-2a @ stopped None -

Step 7.2: Submit On-Demand Test

1. Navigate to Scan Input > File On-Demand > Submit File. The Submit File dialog box will open.

2. Click on choose file and upload the file fiddler2setup.exe, and submit. You should receive a Clean rating
after you send the file to FortiSandbox if the uploaded file is clean and not harmful.
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== FortiSandbox AWS
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J € Open X
« v A <« Downloads > poc_fiddler2setup ~ | | Searchpoc_fiddler2setup o
0 Grganize +  Newfolder B M @
+| Screenshots A Hame Date medified Type
3| @ OneDrive & fiddlerZsetup 10/25/2017 11:28 ...  Application
Submit New File
o S ThispC
o Please upload sample file or archived sample files. The following archive formats are supported: .tar, .z, xz, gz, .tar.gz,
5 [ Desktop tgz,.zip, b22, tarbz2, tarZ, 7z, xar, Izh, ace
. Documents Skip: [~ Static Scan
[ ¥ Downloads FIAV Scan
b Music [Z1Cloud Query
[Sandboxing
[&] Pictures
B videos Overwrite Scan Profile settingsto | FIWINTX64VM
Scan in VM type: EIWINTX86VM
‘i Local Disk (C:)
= New Volume (E:) Select afile: C:\Users\sushmithan\Des Browse...
I DS | [Allow Interaction
File name: |fiddler2setup o] [AnFiles = [ Add sample to threat package
r Possible password(s) for archive file:
cos
Network Share Comments: ‘
Quarantine

Submit

Thefile fsa dropper.vxe, is afake high-risk sample created by Fortinet. For harmful malicious behavior,

FortiSandbox will detect them as High Risk.

alerted by FortiSandbox that this file is harmful if it contains any malware.

@
Submit New File

aws-fortisanbox » poc_fsa_dropper (1) v O Search poc_fsa_dropper (1) r
‘older B~ O @
A Name - Date modified Type

D fsa_dropper.vie 10/25/2017 11:28 ... VXEFile

v oz >
le name: “
“ortiClient
Adapter
Network Share
JQuarantine

Click the View File icon to view its details.

To submit a file for risk analysis:

1.
2. Click on the file.

FortiSandbox AWS Guide

Skip:

Qverwrite Scan Profile settings to
Scan in VM type:

Select afile:
[] Allow Interaction
[[] Add sample to threat package

Possible password(s) for archive file:

Comments:

Click on the View File icon of the submitted file for risk analysis.

Upload any file that might be harmful. For example the £sa dropper. vxe file. Click on Submit, you will be

Please upload sample file or archived sample files. The following archive formats are supported: .tar, .z, 3
taz, zip, bz2, tar.bz2, tar.Z, .7z, rar, Izh, .ace

Static Scan
AV Scan
Cloud Query
[JSandboxing

WIN7X64VM
WIN7X86VM

C:\Users\sushmithan\Desf. Browse...

After uploading files, you can view File On-Demand page and select any file to check.
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2.2 FortiSandbox AWS

‘

Qp<¢][= B 8 |
@ Dashboard
| FortiView > Action Detection Filename Rating Malware
>
P Network £ Oct31201709:34:06  fsa droppervxe A High Risk N/A
£ System
@ Virtual Machine b
B, Scan Policy >

rén Scan Input

File On-Demand

3. Click on Details.
4. The High-Risk Dropper page will open.

A High Risk Dropper

Mark as clean (false positive)

Received Oct 312017 09:23:44

Started Oct 312017 09:23:46

Status Done

Rated By VM Engine

Submit Type On-Demand

Digital Signature No

Scan Bypass Configuration Static Scan,AV Scan,Cloud Query
Virus Total Q

B More Details

Packers UPX 2.90 [LZMA] -> Markus Oberhumer, Laszlo Molnar & John Reiser
File Type exe

Downloaded From fsa_dropper.vxe

File Size 48329 (bytes)

MD5 380b8dcbf29d25f199dc680131000d4b

SHA1 b64147f03e93c364d6181187bfefb25e0132204f

SHA256 90877c1f6e7c97fb11249dc28dd 16a3a3ddfac?35d4f38c69307a71d96c8ef45
1D 3598183164545657220

Submitted By admin

Submitted Filename fsa_dropper.vxe

Filename fsa_dropper.vxe
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A WIN7X64YM

& Original File & Tracer Package & Tracer Log

B Behavior Chronology Chart

Threat Level

=}

16:23:55
Time
@ Clean
B Suspicious Indicators (2)
[T un Virus detected
sssmsnnnns Rated by Cloud-based Threat Intelligence
Static Analysis (3)
Files Created (2)
Behaviors In Sequence (6)

BE®
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Option B: Install Custom VM

Step 8: Prepare Custom VM

FortiSandbox AWS supports custom VMs. The user can provide the VHD image for created customer VM, and FSA
firmware can load the VM image and use it for sample analysis.

How to create a custom VM:

Create the VHD image with a virtualization software solution. For example, VirtualBox. Refer to the custom VM section
of the FortiSandbox Administration Guide for further details and instruction.

Key components:

« When creating the VM, specify VHD as the disk image format.
o The disk controller must be IDE.
o The disk size must not over 20GB.

e The OS must have the PV Driver installed. (current ver, 7.4.6). https://s3.amazonaws.com/ec2-downloads-
windows/Drivers/AWSPVDriverSetup.zip

« Copy the FortiSandbox Tools folder to any location (e. g. C: \) of the custom VM, and add the
FSALauncher.exe to be an auto-startup program. (using the Startup folder or Task Scheduler).

« Windows should be configured to auto-login

Share the VHD file and accessible from SSH/FTP from on public server, or a internal server that can be accessed from
the FSA firmware.

Step 8.1: Install via CLI

1. Toinstall the VM via the CLI, go to FSA firmware CLI.
2. Import the VHD image using CLI command vm-customized.

For further information about the vm-customized command. Please refer to the FortiSandbox CLI Reference Guide
available in the Fortinet Document Library.

FortiSandbox AWS Guide Fortinet Technologies Inc.
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Step 8.2: Submit Test

50

1. Navigate to Scan Input > File On-Demand > Submit File. The Submit File dialog box will open.
2. Click on choose file and upload the file fiddler2setup.exe, and submit. You should receive a Clean rating
after you send the file to FortiSandbox if the uploaded file is clean and not harmful.
== FortiSandbox AWS
J € Open X
<« v 4 || « Downloads > poc_fiddler2setup v/ @ | Search poc_fiddler2setup »
= Organize + Mew folder = M @
+| Screenshots  ® Mame - Date medified Type
£+ /@ OneDrive @ fiddler2setup 10/25/201711:28...  Application
Submit New File
ﬁ] E This PC Please upload sample file or archived sample files. The following archive formats are supported: .tar, .z, xz, gz, .tar.gz,
5 [ Desktop tg2,.2ip, b22, tar.bz2, tarZ, 72, rar, Izh, .ace
- Documents Skip: []Static Scan
=] - Downloads 1AV Scan
D Music ECloud Query
l = pet []Sandboxing
verwrite Scan Profile settingsto | ] WIN7X64VM
: NeonIumal(E:J Select afile: C:\Users\sushmithan\Des Browse...
A hea DS »>| DAllow Interaction
File name: [fiddler2setup o [anfies | | DAddsampletothreat package
; Possible password(s) for archive file:
Network Share Comments: ‘
Quarantine
Thefile fsa dropper.vxe, is afake high-risk sample created by Fortinet. For harmful malicious behavior,
_ pp
FortiSandbox will detect them as High Risk.
3. Upload any file that might be harmful. For example the £sa dropper. vxe file. Click on Submit, you will be
alerted by FortiSandbox that this file is harmful if it contains any malware.
aws-fortisanbox > poc_fsa_dropper (1) v @ | Searchpoc_fsa_dropper(1) O (]
folder R B’ B Submit New File
~ Name . Date modified Type
Please upload sample file or archived sample files. The following archive formats are supported: .tar, .z, 3
L fsa_dropperxe 10/25/201711:28 .. VXEFile gz, zip, bz2, tar.bz2, tar.Z, .7z, rar, Izh, .ace
Skip: [/ Static Scan
[“] AV Scan
[ Cloud Query
[JSandboxing
Overwrite Scan Profile settings to FIWINZX64VM
Scan in VM type: [AWIN7X86VM
Select afile: C:\Users\sushmithan\Des?
B 5| [ Allow Interaction
e name: “ V‘ e B [] Add sample to threat package
| Open | | Cancel Possible password(s) for archive file:
“ortiClient
Comments:
Adapter
Network Share
JQuarantine
4. After uploading files, you can view File On-Demand page and select any file to check.
5. Click the View File icon to view its details.
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To submit a file for risk analysis:

1. Click on the View File icon of your submitted file for risk analysis.

£=5 FortiSandbox AWS

Q < o o g
@ Dashboard
& FortiView > Action Detection L
b Network ’ ) Oct 27 2017 07:22:03
£ System >
@ Virtual Machine >
B Scan Policy >
ﬁﬁ, Scan Input bt

File On-Demand

2. Click on the file.
3. Clickon Details.

4. The High-Risk Dropper page will open.

FortiSandbox AWS Guide
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A High Risk Dropper

Mark as clean (false positive)

Received Oct 312017 09:23:44

Started Oct 312017 09:23:46

Status Done

Rated By VM Engine

Submit Type On-Demand

Digital Signature No

Scan Bypass Configuration Static Scan,AV Scan,Cloud Query
Virus Total Q

B More Details

Packers UPX 2.90 [LZMA] -> Markus Oberhumer, Laszlo Molnar & John Reiser

File Type exe

Downloaded From fsa_dropper.vxe

File Size 48329 (bytes)

MD5 380b8dcbf29d25f199dc680131000d4b

SHA1 b64147f03e93c364d6181187bfefb25e013e204f

SHA256 90877c1f6e7c?7fb11249dc28dd 16a3a3ddfac?35d4f38c69307a71d96c8ef45
1D 3598183164545657220

Submitted By
Submitted Filename

Filename

A WIN7X64VM

admin
fsa_dropper.vxe
fsa_dropper.vxe

E3 Original File & Tracer Package

B Behavior Chronology Chart

& Tracer Log

Threat Level

=]

B Suspicious Indicators (2)
ssmmsnnmnn Virusdetected

16:23:55
Time

wenmsnnmns Rated by Cloud-based Threat Intelligence

®

Static Analysis (3)
Files Created (2)
Behaviors In Sequence (6)

B ®
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Glossary

Glossary

AAA

Authentication, Authorization, and Accounting

AD
Active Directory

ADOM
Administrative Domain

AES
Advanced Encryption Standard

AMI
Amazon Machine Image

AP
Access Point

API
Application Programming Interface

APN
Access Point Name

APT
Advanced Persistent Threat

ATP
Advanced Threat Protection

AV
Antivirus

AVP
Attribute Value Pairs

AWS
Amazon Web Service

BGP
Border Gateway Protocol

C&C
Command and Control

FortiSandbox AWS Guide
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Glossary

CA
Certificate Authority

CASI
Cloud Access Security Inspection

CBC
Cipher Block Chaining

CHAP

Challenge-Handshake Authentication Protocol

CIDR
Classless Inter-Domain Routing

CLI
Command Line Interface

CN
Common Name

CoA
Change of Authorization

CPU
Central Processing Unit

CRL
Certificate Revocation List

CSR
Certificate Signing Request

Csv
Comma Separated Value

CVE
Common Vulnerabilities and Exposures

DC
Domain Controller, Direct Current

DES
Data Encryption Standard

DH
Diffie-Hellman

DHCP
Dynamic Host Configuration Protocol

DLL
Dynamic-Link Library

FortiSandbox AWS Guide
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Glossary

DLP
Data Loss Prevention

DN
Distinguished Name

DNAT
Destination Network Address Translation

DNS
Domain Name System

DSCP
Differentiated Services Code Point

DSRI
Disable Server Response Inspection

DTLS
Datagram Transport Layer Security

EA
E-mail Address

EAPOL
Extensible Authentication Protocol over LAN (Local Area Network)

EC
Endpoint Control

EC2
Elastic Compute Cloud

EGP
Exterior Gateway Protocol

EMS
Enterprise Management Server

ESD
Electrostatic Discharge

ESP
Encapsulated Security Payload

FAZ
FortiAnalyzer

FCT
FortiClient

FDN
FortiGuard Distribution Network

FortiSandbox AWS Guide
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Glossary

FDS

FortiGuard Distribution Servers

FG
FortiGate

FGFM
FortiGate-FortiManager

FMG
FortiManager

FQDN
Fully Qualified Domain Name

FSA
FortiSandbox

FSSO
Fortinet Single Sign-On

FTP
File Transfer Protocol

GCF
Gatekeeper Confirm

GPRS
General Packet Radio Service

GRE

Generic Routing Encapsulation

GTP
GPRS Tunneling Protocol

GUI
Graphical User Interface

GUID
Globally Unique Identifier

HA
High Availability

hcache
Hard Cache

HDD
Hard Disk Drive

HTML
HyperText Markup Language

FortiSandbox AWS Guide
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Glossary

HTTP
HyperText Transfer Protocol

le}
Input / Output

IBP
Identity-based Policy

ICAP
Internet Content Adaptation Protocol

ICMP
Internet Control Message Protocol

IGP
Interior Gateway Protocol

IKE
Internet Key Exchange

IMAP
Internet Message Access Protocol

10C
Indicators of Compromise

IP
Internet Protocol

IPS
Intrusion Prevention System

IPsec
Internet Protocol Security

ISDB
Internet Service Database

ISP
Internet Service Provider

\Y,
Initialization Vector

JSON
JavaScript Object Notation

L2TP
Layer 2 Tunneling Protocol

FortiSandbox AWS Guide
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Glossary

LACP
Link Aggregation Control Protocol

LAN
Local Area Network

LDAP
Lightweight Directory Access Protocol

MAC
Media Access Control

MD5
Message Digest 5

MGCP
Media Gateway Controller Protocol

MIB
Management Information Base

MMC
Microsoft Management Console

MSCHAP
Microsoft Challenge-Handshake Authentication Protocol

MSS
Maximum Segment Size

NAC
Network Access Control or Compliance

NAS
Network Access Server

NAT
Network Address Translation

NAT-PT
Network Address Translation (NAT) Port Translation

NDcPP
Network Device Collaborative Protection Profile

NGFW
Next-Generation Firewall

NNTP
Network News Transfer Protocol

NOC
Network Operations Center

FortiSandbox AWS Guide

58

Fortinet Technologies Inc.



Glossary

NPU
Network Processing Unit

NTLM
NT LAN Manager

NTP
Network Time Protocol

OCSP
Online Certificate Status Protocol

OFTP
Odette File Transfer Protocol

ONC-RPC
Open Network Computing Remote Procedure Call

OSPF
Open Shortest Path First

OoTP
One-time Password

ou
Organization Unit

oul
Organizationally Unique Identifier

OVF
Open Virtualization Format

PAP
Password Authentication Protocol

PAT
Port Address Translation

PEM
Power Entry Module

PFS
Perfect Forward Secrecy

PKCS
Public Key Cryptography Standards

PKI
Public Key Infrastructure

PoE
Power over Ethernet

FortiSandbox AWS Guide
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Glossary

POP3
Post Office Protocol 3

PPP
Point-to-Point Protocol

PPPoE
Point-to-Point Protocol over Ethernet

PPTP
Point-to-Point Tunneling Protocol

PSK
Pre-Shared Key

RADIUS
Remote Authentication Dial-In User

RAID
Redundant Array of Independent Disks

RAM
Random Access Memory

RAS
Registration, Admission, and Status

RBAC
Role Based Access Control

RCF
Registration Confirm

RDP
Remote Desktop Protocol

REST
Representational State Transfer

RFC
Remote Function Call

RSH
Remote Shell

RSSO
RADIUS Single Sign-On

RTM
Real-Time Monitor

RTP
Real-Time Protection

FortiSandbox AWS Guide

60

Fortinet Technologies Inc.



Glossary

RTSP
Real-Time Streaming Protocol

SAN
Storage Area Network

SAP
Shelf Alarm Panel

SCEP
Simple Certificate Enroliment Protocol

SCP
Secure Copy

SCVP

Server-based Certificate Validation Protocol

SDK
Software Development Kit

SDN
Software-Defined Networking

SFTP
Secure (or SSH) File Transfer Protocol

SHA1
Secure Hash Algorithm 1

SIP
Session Initiation Protocol

SMTP
Simple Mail Transfer Protocol

SNAT
Secure Network Address Translation

SNI
Server Name Indication

SNMP
Simple Network Management Protocol

SocC
Security Operations Center

SQL
Structured Query Language

SSH
Secure Shell

FortiSandbox AWS Guide
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Glossary

SSID
Service Set Identifier

SSL
Secure Sockets Layer

SSO
Single Sign-On

TACACS+
Terminal Access Controller Access-Control System

Tcl
Tool Command Language

TCP
Transmission Control Protocol

TFTP
Trivial File Transfer Protocol

TLS
Transport Layer Security

TNS
Transparent Network Substrate

TTL
Time-to-live

ubDP
User Datagram Protocol

uiD
Unique Identifier

URI
Uniform Resource ldentifier

URL
Uniform Resource Locator

UTM
Unified Threat Management

uuID
Universally Unique Identifier

VDOM
Virtual Domain
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Glossary

VHD
Virtual Hard Disk

VIP
Virtual Internet Protocol

VLAN
Virtual Local Area Network

VM
Virtual Machine

VMDK
Virtual Machine Disk

VolP
Voice over Internet Protocol

VPC
Virtual Private Cloud

VPN
Virtual Private Network
VSA
Vendor Specific Attribute
W
WAF
Web Application Firewall
WAN
Wide Area Network
WCCP
Web Cache Communication Protocol
WIDS
Wireless Intrusion Detection System
WPA
Wi-Fi Protected Access
WPA2
Wi-Fi Protected Access Il
WSDL
Web Services Description Language
WTP
Wireless Transaction Protocol
X
XAuth
Extended Authentication
FortiSandbox AWS Guide
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Glossary

XML
eXtensible Markup Language

XSS
Cross-site Scripting

XVA
XenServer Virtual Appliance
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Index

Index

Amazon Web Service See AWS
AWS 6, 8-9,11,17, 26, 29, 33, 35, 39,45,49

Marketplace 6,17, 29

C
CLI 23,43,45,49
Command Line Interface See CLI
configure
hardware 44
VM 44
E
EC2 9,17,23
Elastic Compute Cloud See EC2
F
firmware 12, 26, 49
G
Graphical User Interface See GUI
GUI
access 23
|
instance 17-19, 22-23, 41,45
ID 23
IP address 41
L
license 26
P
password 23-24, 33,43
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Index 66

S
Secure Shell See SSH
SSH 23,49
storage
add 18
Vv
VHD 49

Virtual Hard Disk See VHD
Virtual Machine See VM
Virtual Private Cloud See VPC
VM
configure 44
VPC 9,11-12, 14-15, 18, 36, 38-39, 41
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